
Identifying problems in an SD-WAN environment using monitoring and 
diagnostic tools often involves a systematic approach of isolating the issue. 

Here's a structured process to pinpoint problems: 

1. Start with Alerts and Dashboards: 

• Begin with the primary alerts and notifications from your SD-WAN 
dashboard, network monitoring, or security tools. These are designed to 
notify you of immediate issues. 

• Dashboards provide a quick glance into the current state of your network, 
including key metrics, device statuses, and recent events. 

2. Traffic Analysis: 

• What to look for: 

- Unusual traffic spikes. 

- Unexpected traffic sources or destinations. 

- Incorrectly tagged or prioritized traffic. 

- Packet loss, latency, or jitter anomalies. 

3. Application Performance Monitoring (APM): 

• If users are complaining about a specific application's performance, 
leverage APM tools to drill down into transaction times, server response 

rates, and other application-specific metrics. 

• Compare application performance across different network paths to 
identify if a particular path is the problem. 

4. Device Health and Status: 

• Check the health of SD-WAN devices using the native SD-WAN 
dashboard or third-party monitoring tools. 

• Monitor CPU, memory utilization, temperature, and other vital stats. 
Overloaded or overheating devices can be a source of issues. 

5. Link Performance:

• Use tools to monitor individual link performance in your SD-WAN setup. 
This can help identify if issues are arising due to a particular ISP, link, or 
connection method. 

• Look for patterns: Are problems occurring consistently on a specific link or 
during certain times? 

6. Log Analysis: 

• Centralized logging solutions can provide a wealth of information. Search 
logs for: 

• Error messages or warnings. 

• Configuration changes. 

• Security events or potential breaches. 

• Correlate events from different devices or applications to identify patterns 
or causative factors. 

7. Security Events: 

• Review alerts from IDS/IPS systems for potential security incidents. 

• Unusual traffic patterns, denied connections, or detected threats can 
impact performance or block legitimate traffic. 

8. Synthetic Transactions: 

• Use synthetic transaction tools to replicate user activities and see where 
slowdowns or failures occur. 

9. End-User Perspective: 

• Endpoint monitoring and feedback from users can provide valuable 
insights. If users in a particular location are experiencing issues, it may 
indicate local network problems or SD-WAN edge device issues. 

10. Service Provider Insights: 

• Review metrics and reports from ISPs or cloud providers. They might 
provide details about outages, performance degradation, or maintenance 
activities affecting your services. 

11. Documentation Review: 

• Compare the current network state with documented baselines or 
previous configurations. Recent changes can often be a source of 
problems. 

12. Engage Vendor Support: 

• If you're unable to identify the problem using your tools, engage the 
support teams of your SD-WAN or tool vendors. They may have deeper 
diagnostic tools or insights into known issues. 

By systematically narrowing down the scope and using a combination of the 
tools at your disposal, you can effectively pinpoint where issues are arising in 
your SD-WAN environment. Once the problem area is identified, targeted 
troubleshooting can be employed to resolve the issue.
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If your SD-WAN challenges derive from your SD-WAN vendor, you may need to 
consider a new provider. Here are some criteria to look for in an SD-WAN vendor: 

• 100% SLAs: Vendors who cannot guarantee a 100% uptime are likely not 
reliable. 

• Direct Carrier Relationships: If your vendor uses too many 3rd party 
underlying network providers to orchestrate your SD-WAN, your solution will 
likely be too many layers deep to get quick resolution. 

• SNMP Monitoring: Most SD-WAN solutions lack SNMP visibility, making it 
difficult to troubleshoot and predict challenges. 

• Billing: Managing your SD-WAN is hard enough, but coordinating billing 
across multiple vendors, locations, and currencies can overwhelm your 
accounting department. Your SD-WAN provider should not only own their 
own billing system, but provide custom local billing in the local currency. In 
addition, SD-WAN usage should be calculated based on the average 
bandwidth rather than total bandwidth usage. 

• Professional Implementation: Most IT departments will deploy an SD-WAN 
solution a few times in their lifetime. Attempting to deploy SD-WAN on your 
own will not only lead to possible failures down the road, but consume your 
internal resources. SD-WAN vendors like CommandLink deploy networks 
across the globe every day and can not only carry the burden, but ensure 
proper deployments in a timely manner. Note, if your SD-WAN vendor is 
managing the implementation on a spreadsheet, you probably need to look 
for a new vendor. 

What to Consider When 
Purchasing SD-WAN

• Global Hardware Fulfillment: If you experience a hardware failure on the 
other side of the globe, you will need a vendor who can supply and resolve 
hardware failures quickly. 

• Deployment Options: Determine whether you want an on-premises, 
cloud-based, or hybrid SD-WAN solution. Each option has its own 
advantages and considerations, such as control, security, and scalability. 

• Scalability and Flexibility: Assess whether the SD-WAN solution can easily 
accommodate your organization's current and future network needs. 
Consider factors such as the ability to add new branches, support remote 
workers, integrate with cloud services, and handle increased bandwidth 
requirements. 

• Security Features: Evaluate the security capabilities of the SD-WAN solution. 
Look for features such as encryption, firewalling, threat detection, and secure 
connectivity options. Consider whether the solution integrates with your 
existing security infrastructure or provides its own comprehensive security 
functionalities. Keep in mind any compliance and regulation requirements 
you have. 

• Performance Optimization: Determine how the SD-WAN solution handles 
network traffic and optimizes application performance. Look for features 
such as intelligent traffic routing, quality of service (QoS) controls, and 
application-aware routing to ensure efficient and reliable delivery of critical 
applications. 

• Management and Orchestration: Consider the ease of management and 
administration offered by the SD-WAN solution. Look for centralized 
management capabilities, intuitive user interfaces, and automation features 
that simplify network configuration, monitoring, and troubleshooting tasks. 
For example, within the Command|Link ITSM, you can analyze and control 
bandwidth traffic by application, port, IP, and or protocol. Enable real-time, 
dynamic, and pre-scheduled bandwidth modifications as often as you like. 

• Support Integration: Because SD-WAN is part of a larger architecture, it’s 
important to integrate a support team (NOC+SOC) that has full access to 
internet, network, security, and hardware inventory and telemetry.  

• Integration with Existing Infrastructure: Assess how well the SD-WAN 
solution integrates with your current network infrastructure, including 
routers, switches, firewalls, and other networking components. Compatibility 
and interoperability with your existing hardware and software are crucial to 
ensure a smooth transition and minimize disruptions. 

• Vendor Reputation and Support: Research the reputation and track record 
of the SD-WAN solution provider. Evaluate their experience in delivering 
SD-WAN solutions, customer reviews, and the level of technical support they 
offer. Consider factors such as service-level agreements (SLAs), support 
availability, and the vendor's commitment to ongoing product development 
and updates. 

• Cost Considerations: Evaluate the total cost of ownership (TCO) of the 
SD-WAN solution. Consider factors such as hardware costs, licensing fees, 
implementation expenses, ongoing maintenance, and any additional 
network connectivity requirements. Compare pricing models and ensure 
that the solution provides a good balance between features, performance, 
and cost-effectiveness. 

• Proof of Concept (PoC): Consider conducting a proof of concept to test the 
SD-WAN solution in a real-world environment. This allows you to assess its 
performance, compatibility, and ease of use before making a full-scale 
deployment commitment.
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• Global Hardware Fulfillment: If you experience a hardware failure on the 
other side of the globe, you will need a vendor who can supply and resolve 
hardware failures quickly. 

• Deployment Options: Determine whether you want an on-premises, 
cloud-based, or hybrid SD-WAN solution. Each option has its own 
advantages and considerations, such as control, security, and scalability. 

• Scalability and Flexibility: Assess whether the SD-WAN solution can easily 
accommodate your organization's current and future network needs. 
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application-aware routing to ensure efficient and reliable delivery of critical 
applications. 

• Management and Orchestration: Consider the ease of management and 
administration offered by the SD-WAN solution. Look for centralized 
management capabilities, intuitive user interfaces, and automation features 
that simplify network configuration, monitoring, and troubleshooting tasks. 
For example, within the Command|Link ITSM, you can analyze and control 
bandwidth traffic by application, port, IP, and or protocol. Enable real-time, 
dynamic, and pre-scheduled bandwidth modifications as often as you like. 

• Support Integration: Because SD-WAN is part of a larger architecture, it’s 
important to integrate a support team (NOC+SOC) that has full access to 
internet, network, security, and hardware inventory and telemetry.  
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ensure a smooth transition and minimize disruptions. 
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availability, and the vendor's commitment to ongoing product development 
and updates. 

• Cost Considerations: Evaluate the total cost of ownership (TCO) of the 
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network connectivity requirements. Compare pricing models and ensure 
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